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Security tips for Linux users

Intro

Linux users and indeed the users of any networked computer system need to be vigilant with regards to

hacking and phishing attacks.

Internet security becomes increasingly important as information of a sensitive nature is more frequently

stored online. There are many precautionary tactics to ensure the safety of your internet data.

Here is a compilation of some of the most frequent types of attack you may come across on modern computer

systems.

Different attacks and how to combat them:

A brute force attack

With a brute force attack a hacker can defeat a cryptographic scheme by trying a large number of possibilities

in order to guess a code or password. A brute force attack can take a long time to break into your system.

Definition: “The act of attempting to crack passwords (for the purpose of gaining access to a computer

system) or encryption keys (for the purpose of decrypting encrypted messages) by testing them against

every possible permutation of upper case and lower case letters, numbers, punctuation marks and other

characters.

“When attempting to crack passwords, a determined attacker may attempt a brute force attack if a so-called

"dictionary attack" fails to reveal the passwords they require.  A good password with a high degree of

complexity may take several years to crack by this method, even with a quite powerful computer.”*

(*http://www.h-spot.net/threat_glossary.html)



Dictionary attacks

A dictionary attack generally consists of using every word in the dictionary in an effort to gain entry to a

secure online area.

Definition:  “The act of attempting to crack passwords by testing them against a list of dictionary words.

With today's powerful computers, an attacker can combine one of many available automated password

cracking utilities with several large dictionaries or "wordlists" and crack huge numbers of such passwords

in a matter of minutes. Any password based on any dictionary word is vulnerable to such an attack, including

those based on the dictionary words of foreign and even fictitious languages such as Klingon and Elvish!”

(*http://www.h-spot.net/threat_glossary.html)

Most people pick passwords which incorporate just a single word, name, address, pet, etc. These are not

safe against dictionary attacks and people should learn to use passphrases or random combinations of

numbers, letters and other characters.

In order to combat dictionary attacks, follow this advice:

Trying to choose a new password and remember it at the same time can be tricky so follow these tried and

tested steps to help you out:

1. Choose a password with at least 8 characters

2. Use a mixture of upper and lower case letters, numbers and special characters such as !@£$.

3. Don't use dictionary words, names of family members, friends or pets, pin numbers or dates of births.

4. Replace letters in a word with numbers or symbols. For example, p@s$w0rD would be a lot more 

secure than just password.

5. Change your passwords frequently.

Alternatively, a password generator tool is provided at the bottom of this page - www.ukfast.net/whois.html.
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Hybrid attack

Another form of attack is the hybrid attack. This method of attack adds numbers or symbols to the filename

to successfully crack a password. When attempting to make online archives more secure, many people

change their passwords by simply adding a number to the end of their current password. For example: first

month password is "gemma1"; second month password is "gemma2"; third month password is "gemma3.

The success of these attacks similarly, can be minimised by simply choosing an intrinsic password.

Phishing

Phishing is when an untrustworthy entity masquerades as a valid source in the attempt to acquire sensitive

information, such as usernames, passwords and credit card details. Typically, phishing is carried out by

email. It often directs users to enter details at a website.

Security enhanced online platforms such as PayPal, eBay and internet banking facilities often feel the brunt

as they can be common targets due to the amount of information of potential worth held.

One way for Linux users to enhance security is through the use of SELinux.

What is SELinux?

Definition of SELinux: Security enhanced Linux.

“Security-enhanced Linux (SELinux) is a reference implementation of the Flask security architecture for

flexible mandatory access control.”* (*US National security agency)

SELinux is basically a defence against hackers. It gives users another layer of protection to your online

information.

SELinux is compatible with most pre-installed versions of Linux such as Fedora, Debian, Ubuntu and was
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created by the NSA (US National Security Agency). It works through the use of flexible mandatory access

controls, demonstrating how such controls are able to be added to an operating system.

The application works in a very granular manner. SELinux is given a set of commands about which

files/applications should be opened, which should be read, etc, and it runs to these specifications. Thus

chances of hacking are lessened/eliminated.

The Flux Advanced Security Kernel (FLASK) is an operating system security architecture that provides

flexible support for security policies.

FLASK operating system security architecture has been subsequently mainstreamed into Linux and ported

to several other operating systems. It provides general support for the enforcement of many kinds of

mandatory access control policies.

However, a negative aspect of SELinux is that it requires a lot of time and investment in the initial setup

of the application. SELinux also is unfortunately incompatible with most control panel software.

There are other security enhanced Linux applications including Apama available, however, none of these

is as completive as SELinux. Nor does any other program carry out the exact specifics of SELinux.

Other ways to protect your Linux system

By setting mandatory access controls it is possible to protect your Linux system sufficiently, without investing

in SELinux. This includes:

Incorporating strong network firewalls

Discretionary access control

Good configurations

Good coding
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How can businesses prove to their web visitors their data is secure?

SSL and EV SSL certificates

SSL and EV SSL certificates ensure internet consumers are able to distinguish legitimate websites from

phishing sites.  All businesses that seek the certificates undergo a new validation process ensuring confirmation

of domain name and company details. This provides the highest levels of security and trust for your customers.

When you invest in the EV SSL certificate your visitors see the green Internet Explorer browser when they

access any secure page on your website.

Conclusion

In the current climate it is important to keep on top of network security – especially as more and more

information gets stored online today than ever before.

There are several ways to keep your Linux solution safe from hacking and fishing attacks, from investing

in technical solutions to simply creating good passwords.

At UKFast the best advice we can offer is to lock your system tight and be vigilant. We encourage Linux

users to make use of every security tool available, as long as it is stable and compatible with your choice

of distro.

Whilst all these aspect are important at UKFast we take looking after Linux server solutions one step further.

Because our services are employed by thousands of clients across hundreds of thousands of domain names

we employ people to monitor solutions 24hours a day.

Because of this intense network vigilance we are able to observe traffic across our network at all times,

reducing even further the possibility of attack on our clients’ servers.
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Contact Information

UKFast
City Tower
Piccadilly Plaza
Manchester
M1 4BT
tel: 0845 458 4545
fax: 0870 458 4545
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